407
Confidentiality

Purpose:  To safeguard each individual participant’s right to confidentiality in the receipt of services from the Board.

The provisions of this directive shall apply to all Board members, employees, volunteers/interns, and contract services employees of all divisions of the Board.  Policies and procedures concerning confidentiality shall be made known to individuals and/or the parent of a minor or guardian of an adult, as applicable, residential services/supports providers, and other agencies contracted to provide services to enrollees.

407.1
Definitions
A.
Destruction means physical destruction of a record or removal of personal identifiers from information so that the information is no longer personally identifiable.

B.
Directory Information includes the following information relating to a participant: The participant’s name, address, telephone number, date and place of division of service, participation in officially recognized activities and sports, weight and height of members of athletic teams, dates of attendance, and awards received.

C.
Disclosure means permitting access or the release, transfer, or other communication of records of the participant or the personally identifiable information contained therein, orally or in writing, or by electronic means, or by any other means to any party.

D.
Education/Habilitation Records mean those records, which are directly related to a participant and are maintained by the County Board or by a party acting for the agency.  The term does not include those records which are excluded under 34 Code of Federal Regulations (CFR), Reg. 909.3.

E.
Parent means either parent.  If the parents are separated or divorced, “parent” means the parent with legal custody of the handicapped child.  “Parent” also includes a child’s guardian, custodian, or parent surrogate.  At age eighteen, the participant must act in his or her own behalf, unless he/she has a court-appointed guardian.  This term does not include the state, if a child is a ward of the state.

F.
Personally Identifiable Data includes:

1.
The name of the enrollee, the enrollee’s family member.

2.
The address of the enrollee.

3.
A personal identifier, such as the enrollee’s date of birth, Social Security number, or Medicare number.

4.
A list of personal characteristics or other information, which would make it possible to identify the enrollee with reasonable certainty.

G.
Record means any information or data recorded in any medium, including, but not limited to: photographs, handwriting, print, tapes, film, microfilm, microfiche and automated data bank.

407.2 Philosophy
Confidentiality is the basis for all personal relationships, as well as for the respect due personal privacy.  It involves intimacy, trust, confidence, and is the key to any and all therapeutic relationships.

A breach in confidentiality occurs: when enrollee information is passed along to a second individual without the enrollee’s or parent’s knowledge, when information can be used against the enrollee’s welfare or services, when information draws undue attention to the disability, rather than normalization capabilities.

The goal of all enrollee discussions or information seeking must be to serve the enrollee.


V.
Subject Content



A.
Confidentiality



All information contained in an enrollee’s records, including information contained in an automated data bank, shall be 


considered confidential.  The content of these records is never the 

subject for discussion, except as an official member of a 


habilitation team.



B.
Responsible person for ensuring confidentiality of records 




1.
Each Program Division Director or his/her designee 



shall act as the confidentiality officer of their 



particular division to ensure the confidentiality of 



information of each enrollee receiving services from 



that division and to secure records against loss or 



use by unauthorized persons.




2.
It is the responsibility of the confidentiality officer 



to see that each enrollee is adequately represented 



by his/her natural parent(s), parent(s) having legal 



custody, legal guardian(s) or custodian(s), surrogate 



parent(s).




3.
An enrollee of legal age (18) with no 




court-appointed legal guardian has the right to act in 



his/her own behalf in all matters related to 




confidentiality and records access, consent, 




maintenance, and destruction.  Throughout the 



remainder of this policy, “parent” refers to the 



enrollee, himself/herself, when acting in his/her 



own behalf.


C.
Access Rights




1.
The parent has the right to inspect and review any 



agency record related to his or her minor son or 



daughter enrolled in any division of the County



 Board; a court-appointed guardian has the same 



right, with respect to the records of his/her 




appointee.  The agency shall request a copy of the 



official document stating the parent does not have 



the authority, under applicable state law, governing 



such matters as guardianship, separation, and 



divorce, if the right to access has been restricted or 



denied.




2.
Any program division shall comply with the 



parents’ requests for access to confidential material 



without unnecessary delay.  Requests occurring 



before an IEP/IHP meeting, or a hearing related to 



identification, evaluation or placement of the 



enrollee shall have immediate response.  In the case 



of an enrollee placed by the LEA, the response time 



shall be no more than forty-five days after the 



request has been made.




3.
The County Board may charge a fee for copies of 



records which are made for the parent under this 



rule if the fee does not effectively prevent the parent 



from exercising the right to inspect and review 



those records.




4.
The types of records maintained and available in 



each division shall include but are not limited to the 



following:





a.
Application for enrollment;





b.
Verification of age;





c.
Emergency contact sheet;





d.
Enrollment for evaluation information;






i.
Interdisciplinary team report;






ii.
Psychological report;






iii.
Medical report;






iv.
Substantial developmental disability 





determination, if applicable;






v.
Background information; and






vi.
Evidence of public school graduation 





or a certificate of completion or valid 





public school placement data for





 program eligibility, if applicable.







e.
Medical report; Any person with Down 




Syndrome who participates in physical 




development activities shall be examined by 




a physician for antlantaxical dislocation.  




Such examination must be documented.





f.
Comprehensive evaluation reports;





g.
Specialist reports;





h.
Special job accommodations;





i.
A copy of the current IP or IEP;





j.
Evidence of IP or IEP reviews and revisions;





k.
Incident reports;





l.
Accident reports;





m.
Medication reports; and





n.
Internal and external service referrals and 




reports





o.
Attendance records;





p.
Individual production and payroll records; 




and





q.
Materials no longer needed for current 




programming.


D.
Records Access



1.
An individual’s record is removed from a division’s 


jurisdiction and safekeeping only in accordance with a 


court order, subpoena, or statute.  Enrollee records shall not 


be removed from the premises for any other reason. 



2.
Each division shall develop a list of the types and locations 


of records collected, maintained, or used by them, and shall 


provide this list to parents on request.



3.
Each Division Director or designee shall implement 


procedures to keep a 
record of parties obtaining or given 


access to records collected, maintained, or used (except 


access by parents and authorized employees of the division 


or other educational agency).  Record of access/disclosure 


shall be kept on parties reviewing the files and of parties to 


whom information is sent, including written documentation 


of:




i.
Name of the party;




ii.
Date access was given; and




iii.
Purpose for which the party is authorized to use the 



data.




iv.
Signature authorizing release.



4.
If any agency record includes information on more than one 


enrollee, the parents of those enrollees shall have the right 


to inspect and review only the information relating to their 


son/daughter or to be informed of that specific information.


E.
Amendment of Record at Parent’s Request



1.
A parent who believes that information in records collected, 


maintained, or used under this part is inaccurate or 



misleading or violates the privacy or other rights of the 


enrollee may request the division which maintains the 


information to amend the information.



2.
The Division Director shall direct the request to the



Madison County Board of Mental Retardation and 



Developmental Disabilities Management Team, which shall 


decide whether or not to amend the information within 30 


days after the Director has received the request.




3.
If a decision is made not to amend the information in 


accordance with the request, the Director of the division to 


which the request was directed shall inform the parent of 


the refusal and advise the parent of the right to a 



records hearing to challenge information in 




education/habilitation records, to ensure that it is not 


inaccurate, misleading, or otherwise in violation of 



the privacy or other rights of the enrollee.



4.
A records hearing shall be set up at a parent’s request and 


will adhere to the following:




a.
The records hearing shall be held within 30 days 



after the Division Director has received the request, 



and the parent shall be given notice of the date, 



place, and time, at least 10 days in advance of 



the hearing.




b.
The records hearing may be conducted by any party, 



as designated by the Superintendent, including an 



official of the agency, or another agency who does 



not have a direct interest in the outcome of the 



hearing.




c.
The parent shall be afforded a full and fair




opportunity to present evidence relevant to the 



issues and may be assisted or represented by 



individuals of his or her choice, at his/her own 



expense, including an attorney.  The hearing 



representative shall make his/her decision in writing 



to the Superintendent within 10 days after the 



conclusion of the hearing.  The decision shall be 



based solely upon the evidence presented at the 



hearing and shall include a summary of the 




evidence and the reasons for the decision.


F.
Results of Records Hearing




1.
If, as a result of the records hearing, it is decided 



that this information is inaccurate, misleading, or 



otherwise in violation of the privacy or other rights 



of the participant, the Division Director shall amend 



the information accordingly, and so inform the 



parent, in writing.




2.
If, as a result of the records hearing, it is decided 



that the information is not accurate, misleading, or 



otherwise in violation of the privacy or other rights 



of the enrollee, the Division Director shall inform 



the parent of the right to place in the records the 



agency maintains on the enrollee a statement 



commenting on the information or setting forth any 



reasons for disagreeing with the decision of the 



agency.




3.
Any explanation placed in the records of the 



enrollee under this paragraph shall be maintained by 



Madison County Board of Mental Retardation and 



Developmental Disabilities as part of the records of 



the enrollee, as long as the record or contested



portion is maintained.  If the records of the child, or 



the contested portion are disclosed to any party, the 



explanation must also be disclosed to the party.


G.
Safeguards




1.
All Madison County Board of Mental Retardation 



and Developmental Disabilities personnel 




collecting, maintaining, using, or otherwise having 



access to personally identifiable data shall be 



informed of the confidentiality policies and 




procedures of the agency and are responsible for 



implementing them.




2.
Each Division Director shall be assigned the 



responsibility for assuring the confidentiality of any 



personally identifiable data.  




3.
Each division shall maintain, for public inspection, 



a current listing of the names and positions of those 



employees within the division who may have access 



to the personally identifiable data.


H.
Prior Consent for Disclosure




1.
Personally identifiable information from the 
habilitation/education records of a participant may 

be disclosed without the written consent of the 



parent, if the disclosure is:



a.
To other staff within the agency who have 
been determined by the Superintendent or 




designee to have a legitimate 





educational/habilitation interest.


b.
To county board school-age program staff, to 



officials of another school, school district, or other 



educational agency in which the student seeks or 



intends to enroll:



1.
When the transfer of records is initiated by 
the parent at the sending school district or 




other educational agency;





2.
When the school district or other educational 




agency includes a notice in its policies and 




procedures that it forwards education 




records on request of a school district or 




other educational agency in which a student 




seeks or intends to enroll; or


3.
After a reasonable attempt to notify the 

parent’s last known address, that the transfer 




of records has been made.




c.
To Federal and State Officials, in connection with 



the audit and 
evaluation of federally supported 



programs, or in connection with the enforcement of 



or compliance with the federal legal requirements 



which relate to these programs.



2.
Each division shall implement procedures to obtain written 


consent of the individual and/or parent/guardian prior to 


releasing information not otherwise authorized including  


disclosing personally identifiable information from the 


records of an enrollee, other than directory information, 


except as provided in
paragraph G-1 of this rule.  The


 written consent required by this paragraph must be signed 


and dated by the parent giving the consent and shall 


include:




i.
A specification of the records to be disclosed;




ii.
The purpose or purposes of the disclosure; and




iii.
The party or class of parties to whom the disclosure



 may be made.




iv.
Time period for which the permission is granted.



3.
When a disclosure is made pursuant to paragraph H-1 of 


this rule, a division shall, upon request, provide a copy of 


the record which is disclosed to the parent.



4.
Disclosure of information also includes verbal sharing 


(meetings, telephone conversations, etc.), which requires


 written parental consent, as outlined above.  Record of 


such disclosure shall be recorded on the access record.



5.
A release utilized by a division shall not exceed a time period of two years; one year in school age per O.D.E..



6.
Directory information may be disclosed by a division 


without prior consent, if the following conditions are met:




a.
Parents are given an annual notice of categories of 



personally identifiable information which a division 



has designated as directory information.




b.
Within 15 days of notification, a parent has the right 



to refuse to permit the designation of any or all of 



the categories of personally identifiable information 



as directory information with respect to his/her son 



or daughter.


I.
Destruction of Information



1.
The Division director or designee shall inform the parent 


when personally identifiable information collected, 



maintained, or used under this paragraph is no longer 


needed to provide educational/habilitative services to the 


enrollee.



2.
The personally identifiable information on an enrollee may 


be retained permanently, unless the parent requests that it 


be destroyed.  The agency should remind the parent that the 


records may be needed by the enrollee or the parent for


 Social Security benefits or other purposes.



3.
The information shall be destroyed at the request of the


parent.  However, a permanent record of an enrollee’s 


name, address, phone number, attendance record, program 


attended, level completed, and year completed 



may be maintained without limitation.



4.
Written permission of the individual/guardian or the 


parent/guardian of a minor shall be obtained prior to 


destruction of individual record information.  Copies of the 


county board generated records shall be offered to the 


individual/guardian or the parent/guardian of a minor



5.
All record information will be maintained for a period of 


seven years from the date of receipt of payment or for six 


years after any initiated audit is completed and adjudicated, 


whichever is longer, and said records will be available for 


any partial or full review.  Records will not be destroyed 


without the authorization of the Superintendent.

References: 
The Family Educational Rights and Privacy Act of 1974



The Education for All Handicapped Act



Ohio Public Records Act, O. R. C. 149.43



Amended Substitute House Bill No. 238

